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 Inherent ID

The Inherent ID project adopts a novel 
approach to protecting high-value products 
from counterfeiting. The approach is based 
on the stationary and mobile capture of key 
product features indissolubly linked with the 
product which enable its production process 

Product protection through recognition 
of inherent characteristics

PROJECT to be traced. This not only renders obsolete 
the application of security tags but also gives 
enhanced protection against counterfeiting 
as the inherent characteristics cannot be  
removed from the article. 

Optical 2D and 3D characteristics as well 
as olfactory characteristics that the high-
quality production process impregnate in the 
genuine product are combined with one 
another to serve as proof of product identity. 
They form the basis on which electronic certi-
ficates of authenticity can be issued without 
the need for complicated explicit security 
markings. Methods for the capture and con-

trol of identity characteristics are being ela
borated in the Inherent ID project for system 
integration using intelligent cameras and an 
electronic nose. The identity characteristics 
captured by this range of sensors serve  
both for product identification and product 
authentication. At the same time this also 
offers opportunities for improving documen-
tation of product flows in the supply chain. 
Full documentation serves as a complement 
to the inherent characteristics of the authen-
tic product and offers valuable information 
for verification of the genuine article, thus 
serving to safeguard against counterfeits. 
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